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Problems, Assessment and Management of Information Technology Risks in

Small and Medium Enterprises (SMEs), Nong. Khae District, Saraburi Province
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Abstract

This research aimed to study the problems, assess and develop information technology
risk management approaches of small and medium enterprises (SMEs) in Nong Khae District,
Saraburi Province. The ISO standards/ IEC 27001 was applied as a conceptual fundamental for
developing a research framework. The questionnaires were used as a tool to gather data from the
200 SMEs. Multiple linear regression analysis and logistic regression analysis ere used for
hypothesis test. The study found that most of the SMEs experienced problems with risk
management in terms of data, hardware, software, personnel and networks at a high level. There
were high opportunities at high risk of being attacked and changing financial/accounting data of
the companies would be occurred in the SMEs; including the use of accounting report data to
identify problems in the business operations of the company. The study also resulted that there

were probabilities of a lack of assessment in the use of inappropriate backup devices and
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computer equipment and its peripherals of employees; which would affect the business
performance of the SMEs at a high level. The hypothesis test indicated that the information
technology risk management problems had an influence on the opportunities and impacts of the
risks to the business performance. The test obtained 26 influencing models. The information
technology risk management problems, including the opportunities and impacts of the risks, all of
which are likely to affect the information technology risk management approaches in 5 areas: risk
reduction, risk sharing, risk avoidance, and risk retention. The test generated the 47 probability

models.

Keywords: IT Risk, IT Risk Assessment, IT Risk Management, ISO/IEC 27001
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