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Systems Security of Private Hospitals in Bangkok

1

o

ARANTUE Yey Asnamel

a aa 2
NN SWAFAEA

uNAnsa

a o

A
UL UN

o

mqﬂi:mﬁLﬁ'@ﬁm:ma:ﬁurﬂqw?ﬁjmmﬂﬁmﬁﬂ@ﬂmmiﬂmﬁﬂmmwﬁum
UaBAAB9ITLLANIAUNALINNE LA NTUIUNIUNNEINUAT mﬂﬁmimuauﬁ'Lﬁuﬁﬂmimﬂu
ISO 27001:2013 410 I1SO  27001:2005 %qlugumw@\wﬂ%ﬁ‘:uuLmzﬁﬂﬁmmaﬁ:uu e
wuannalunisaauanAndaeadavesszuugsaumalulsanetuia Useansfeynainszes
TN‘WE]’]']J’]@L@ﬂ%uluﬂﬁ;\‘lLV]WN%%MT%QEEI%T:UU VT WNTE WA WD LA TERRIUN ST UL
Favaa 82 lsanenuna wiasdefldlunisiduduwuugeuniaiiaieduanaunseunuafnges
NIWTFIU 1SO 27001:2013 H 3 9w 1) dnenelainlluedlamening 2) ﬁnwmzimﬂﬁqiﬂmmﬁjmm

WUUAeLDIN 3) Fautsannusiuadtlaenitaesssuansauma ngusnetaiugldnuiall 362 au

waztINWENWTZUL 20 AR HANNSAIGENUGN AuAnANARaNINNgaRe andayana, dainnaiani

o 9| o

wmallpresansaung, dananatantameilavressansduls waswmalulaganasds fadslAvindue LN

a

L o = o = = o = o
uﬂﬁﬂmiﬁmﬂw, NANGATINUIANARTHUILIUT B a1 n13annsnaluladansaung Inanas

walulatia178umALAZNTAAA1T Nﬁﬁwmﬁﬂ‘fﬁm, E-mail: mister.aaron@yahoo.com

2 9, L = o a = o o a o
Qmammmmmm, NANGATINYVANARNTHUNLILUTIF mmmﬂmma‘@mmsmm‘ﬂu‘lﬁ@ﬁmmumﬂ INENE

walulatiansaumeLazn1dedns Nunanenaesa@n, E-mail: kowit.r@rsu.ac.th



[- =4
Te@narsauna 7 23 atudl 1 wnsiau - Aguasu 2560 62

waa o

wwaneliRdniulsemenunans 11 du Tnanisiavuanseuulaune waznisti lUUfiRndaan

ATNANNINNIZANTAINTNYINTUAT AN NADARA DT LT LLUALD LTINS

ARIATY: N13AAN1TANNUASLARAE STULRNTAUMA NITAYLIANAINNLABALE

1IS027001:2013 T99neNunaLangi

Abstract

This research aims to study the frequency of threats occurrence in private hospitals in
Bangkok towards the maintaining of hospital information systems security under controls as per
the standard ISO 27001: 2013 and in perspective of users and developers for developing the
guideline for security control management in hospitals in term of threat management. The target
population of this research are both general users and developers of private hospitals in Bangkok
total 82 hospitals. The instrumentation used in this research was a questionnaire created by the
standard ISO 27001: 2013. There are 3 parts in the survey: Part one is general hospital's
characteristic. The second part is general respondent’'s characteristics and the third part is the
variable security of information systems based on the new controls added to the ISO 27001: 2013
from ISO 27001: 2005 by the online and paper questionnaires. The sample 362 users and 20
developers were explored. The research found that most of the threats caused by acts of human
error or failure, technical hardware and software failures or errors and technological
obsolescence. The researcher has presented the guidelines for 11 hospitals by setting the policy
framework and the implementation of the resources as appropriate and consistent with the scope

of the hospital.
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T RAHRAANNT AUIUARENT (199NENLN9) Speaz
0-10 1 180 49.72
11-30 1 106 29.28
31 Tl 76 20.99
79U 362 100.0
AUIULFEN ITINENLNA AUIUARENT (199NENLN9) fpeaz
1-100 \FieN 144 39.77
101-300 N 166 45.85
301 el 52 14.36
79U 362 100.00
SRMUIEAL SEMEEATH UUAaee (19anenLna) Speay
1-200 AL 156 43.09
201-500 AU 157 43.37
501 Auaull 49 13.53
79U 362 100.00
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n13911497% 6-10 T ($ee1az 50.00)
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LA ANUIUALALNG (AL) Saeay

il 120 33.14
3TN 242 66.85
79U 362 100.00
AuauTleNg NI AMUIUAIRLN (AL) Saeay
0-51 212 58.56
6-10 1l 100 27.62
11 Tl 50 13.81
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ANBLZIU ANUIUFIBEN(AL) Saeaz
wnneluazmasunne 120 33.16
WETLNALAZHATILAYWNINTUNNE 122 33.68
Wﬁmﬁuuﬁaﬁmu@ﬁuj 120 33.16

EAEY 362 100.00
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A15197 3 UAMIARINTIBY ABAY AIULTENILUNINTTIUIBNTTALTIAN AN TBINATIN

szivdszinnaesdsanaiuniglinisacuaniindannlud 11 demuninsgiu

(7 dadwiugldeuiall)

NINTFIUNNTAILANNEANAIN X SD SEAUAND
UBINUANAN
1) NIATLANAINNTUANLARAABIZNTAUNATLNITLTUNS . 2
| 1.99 0.53 UBEATY
dan1sTATaNng
2) N3AILANNIFINAANTIAAFITANALIT .
) : 1.68 0.43 ladime
3) NN7ALANUTELNE AN UAYL AR AN AN TAWN AL \
) : 1.65 0.37 laliael
poNANTUE AL TITNeNeuen
4) ¥igldnnsliusnswmaTulatiansaumaAnazn1sdaednslae ]
1.66 0.34 NLAE
gliLsnIsnneuen
5) N19UsziinwazFnanlafadn uN1IRIANNNLAY Y
) 2922 0.47 TaeIAT
UanaAsa1sauma
6) NMTRALAUBIFAMANITAIANNUAYL AR T ANTA LN A \
) . 1.68 0.51 lalimel
7). annANnFen MaeenUnsnilssnnanadnsaunA Y
) : 2.35 0.64 TaeIAT
nslsrauwanisaifnuANtuAlaanie Y
: 1.89 0.47 TaeAT

TEULRNTAULNA
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2.90 0.95 UNAT
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2) MANNITIAINTINIZULATUANNTUAILaAAY (Secure .
2.77 0.99 UNAT
system engineering principles)
3) ANTNUWIARBNTBINTWALNTZU LR ANTUAILAaRse .
2.77 0.95 UNAT
(Secure development environment)
4) nmageLAIRANNUALaaafEaR9sTUL (System .
2.60 0.78 DU
security testing)
nisdszaumanisaifumluduaslaandusruy .
2.76 0.91 119A5
ANTAUNA
HANSNARAURNNRAFIY
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a

nsaasLanNAguiainn 42 4o 1HFuniseeniu 17 4o egralidbazdAnyszdy 0.05
14un H, | (F = 8.040 uaz p-value = 0.000 ), H, , (F = 9.648 UAY p-value = 0.000), H, , (F 5.465 =
haY p-value = 0.005 ), H, . (F = 3.881 uag p-value = 0.021), H, ; (F = 4.914 uas p-value = 0.008),

H,, (F = 3.351 uaz p-value = 0.036), H,, (F = 8.434 uay p-value = 0.000 ), H,., (F = 11.580 uay

22
p-value = 0.000), H,, (F = 5.931 uaz p-value = 0.003 ), H, , (F = 12.416 uaz p-value = 0.000),
H,, (F =5.311 llag p-value = 0.005 ), H, , (t = 2.172 uax p-value = 0.030), H,, (F = 7.313 uaz p-

value = 0.001), H,, (F = 31.216 uaz p-value = 0.000), H,, (F = 15.899 llaz p-value = 0.000) H
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